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Introduction

In this edition of the Australian Scam Culture Report, we 
review the evolving scam landscape in Australia and its impact 
on the community for the June 2024 quarter. Our cyber 
security experts also provide an update on the latest trends 
and developments of the dark web, both here in Australia  
and globally.

This quarter, Australians lost just over $62.5 million to scams, 
marking a four-quarter low to end the financial year. However, 
it was not all positive news, as we saw the average number of 
scam reports per month increase from 22,549 in the March 
2024 quarter to 25,124 in the June 2024 quarter. 

A key focus for Australians needs to be protecting the over-65s 
age bracket, as this report shows they continue to remain the 
prime target for scammers. This quarter, over-65s accounted 
for 37 per cent of all reported incidents, a 5 per cent increase 
from the previous quarter. It is important to increase 
awareness and education of scam activity in this age bracket. 
Our experts provide their top tips on how to protect you, your 
family and your friends, and your organisation from scams. 

On page seven of this report, our forensic services experts 
explore the proposed new Scams Prevention Framework 
recently released by the Australian Government to combat 
the growing threat of scams in Australia and to protect 
both individuals and organisations. We review the proposed 
legislation and provide some further insight into what this 
could mean for businesses and individuals alike. 

And finally, it is important to remember that both individuals 
and organisations share the responsibility for stopping scams. 
Reports like BDO’s Australian Scam Culture Report play a vital 
role in disseminating information about scams and emerging 
trends to both individuals and organisations, helping everyone 
stay informed about the evolving scam landscape.

 Remember: Stop – Think – Act. 

Stan Gallo 
Partner, Forensic Services 
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 Top contact methods (two-quarter comparison) 

Throughout the first two quarters of 2024, text messages and emails have consistently served as the primary channels for scam delivery, continuing the trend we have seen in previous reports.

 Scams via phone calls continue to lead to biggest losses 

 AUD$ lost by delivery method (two-quarter comparison)

During the June 2024 quarter, text messages remained the most 
common method of delivering scams. The average number of 
reports per month for this contact method was just under 10,700, 
an increase from the March 2024 quarter, when the average 
number of reports per month was close to 8,500. 

The number of reported scams delivered via email also rose.  
In the June 2024 quarter, there was an average of just over  
7,500 reports per month, compared to just over 6,700  
reports per month in the March 2024 quarter. 

Interestingly, while phone calls only amounted to 14 per cent of 
the monthly scam methods, phone scams resulted in the highest 
average dollar amount lost per month, accounting for 37 per cent 
of the total dollars lost throughout the June 2024 quarter. 

Together, phone calls, text messages and emails account for 87 per 
cent of all scams reported on average per month throughout the 
June 2024 quarter. 

Average no. of reports 
per month  

(June 2024 quarter)

Average no. of reports 
per month  

(March 2024 quarter)

Source: 2024, All scam types stats – Scamwatch, Australian Competition and Consumer Commission, ©Commonwealth of Australia
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Investment scams causing most significant  
financial harm 

AUD$ lost by scam type (June quarter totals) 

Scamwatch has recently updated its scam categories to reflect 
the common groupings and trends for scam reports. For the 
June 2024 quarter, scam types that fall under ‘investment 
scams’ were the leading category for total dollars lost, with 
over $32.6 million lost to this category. Scams that fall under 
this category include general investment scams and betting 
and sports investment scams.

Scammers use marketing tactics and innovative technology to 
make their investments sound too good to miss out on. They 
typically use emotional manipulation and pressure to  
get individuals to act quickly. 

The next leading category for dollars lost was ‘attempts to 
gain an individual’s personal information’ scams, with over 
$9.93 million lost to this category. Scams in this category 
include hacking, identity thefts, phishing and remote  
access scams.

Scam category

Investment scams   
(includes betting and sports investment scams, investment scams)

Attempts to gain your personal information  
(includes hacking, identity theft, phishing, remote access scams)

$32,612,204 Amount lost $9,934,755 Amount lost 

Jobs and employment    
(includes jobs and employment scams, pyramid schemes)

Threats and extortion 
(includes ransomware and malware, threats to life, arrest and other)

$2,513,489 $2,406,010 Amount lost Amount lost 

Buying or selling  
(includes classified scams, false billing, health and medical products,  
mobile premium services, online shopping scams, overpayment scams, 
psychic and clairvoyant)

Dating and romance   

$8,232,568 $5,496,221Amount lost Amount lost 

Unexpected money   
(includes inheritance and unexpected money, rebate scams)

Unexpected winnings    
(includes travel, prizes and lottery scams)

$1,033,412 $167,860 Amount lost Amount lost 

Other Fake charities   

$90,476 $85,774 Amount lost Amount lost 
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 Over-65’s remain the most targeted group 

Age groups targeted in scams (June quarter)

The over-65 demographic continues to be the highest-targeted age group for scams, reporting 
37 per cent of financial losses for the quarter. Following the over-65’s is the 55-64 age group 
with 27 per cent of all financial losses reported for this quarter coming from this age group.

The over-65 age group is an attractive demographic for scammers for several reasons. They 
often accumulate retirement savings over their working lives, making them appealing targets. 
Additionally, they typically have direct control over their financial decision-making without 
needing a separate authoriser. Scammers may perceive them as more inherently trusting and 
less suspicious, making them easier to manipulate compared to other age groups.  
Many older adults live alone and may lack an immediate support person or trusted advisor to 
assist with financial decisions. These factors, among others, can make the over-65’s age group 
more susceptible to the deceptive techniques employed by scammers.

There are several practical tips to keep in mind to protect yourself and your organisation  
from falling victim to scams. 

Scammers often try to 
pressure you to act quickly, 

so be wary of this  
danger sign.

If you receive a call claiming 
to be from a company you do 

business with, hang up and 
contact the company yourself 
using contact details from a 
trusted source, such as the 
official company website. 

Never give sensitive or 
personal information to 

anyone over the phone, via 
text, or online. 

When reviewing emails, 
avoid clicking on links 

or opening attachments 
if you are unsure of the 

sender’s identity.

Genuine organisations will 
never ask for your pin or 

password, so never  
share them. 

If you have fallen victim to 
a scam in the past, remain 
extra vigilant – scammers 

often follow up their victims 
and retry their luck again.

 Remember to always: Stop – Think – Act. 
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Source: 2024, All scam types stats – Scamwatch, Australian Competition and Consumer Commission,  
©Commonwealth of Australia

Under 18 18-24 25-34 35-44 45-54 55-64 Over 65

5%

0%

10%

15%

25%

35%

30%

40%

20%

0%

3%

10%
13%

11%

27%

37%

https://www.scamwatch.gov.au/research-and-resources/scam-statistics


 $0m

 $5m

 $10m

 $15m

 $20m

 $25m

 $30m

Jan  Feb  Mar  Apr  May  Jun

$25,662,144.59 

$22,445,789.64 

$23,789,739.74 

$18,741,574.64 

$21,079,253.59 
$22,751,945.65 

 Are we getting wider? Downward trend in dollar losses continues 

Cumulative AUD lost to scams (two-quarter comparison)  

Cumulative dollars lost to the top ten scam types have dropped from $71.89 million in the March 2024 quarter to $62.57 million 
in the June 2024 quarter.  This marks a continuing downward trend in financial losses due to scams, indicating a positive trend 
in Australians protecting themselves against the risky scam landscape. As mentioned earlier in this report however, the average 
number of scam reports per month has risen this quarter compared to our previous report so it is important for all Australians to 
remain vigilant. 

The reduction in total financial losses to scams could be attributed to several factors. Increased media attention has heightened 
public awareness and vigilance against scams, making people more conscious of the signs to watch out for. 

Additionally, banks have taken a proactive approach by running educational and informational sessions for their customers. These 
sessions, delivered through various media channels and platforms, have equipped customers with the knowledge and tools to 
recognise and avoid scams. 

Source: 2024, All scam types stats – Scamwatch, Australian Competition and Consumer Commission, ©Commonwealth of Australia
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BDO Reviews: The Australian 
Government’s Scams Prevention 
Framework

The Australian Government has recently released draft legislation to launch a new Scams 
Prevention Framework (the Framework). The proposed Framework aims to combat the 
increasing threat of scams in Australia to protect both individuals and organisations. 

Public consultation for the Framework closed on 4 October 2024. It represents a substantial step 
forward in protecting Australians and reducing gaps that scammers can exploit. 

The Framework would legislate six scam prevention principles designed to address scams 
through a comprehensive strategy. 
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 Reporting and disruption 

Another key measure proposed under the 
Framework mandates that organisations 
take reasonable steps to report actionable 
intelligence to regulators and comply with 
requests for scam reports. A collaborative 
approach to tackling scams is required to 
foster information-sharing processes to 
support a national approach. 

Sharing scam intelligence with both 
regulators and individuals will strengthen 
overall scam resistance, however 
organisations will need guidance and support 
in providing such reporting and understanding 
‘actionable intelligence’ generally. Further, 
the Government will need to ensure that such 
information is acted on. Protection and response resolution  

The framework ensures that consumers have 
accessible mechanisms to report scams 
and transparent internal dispute resolution 
processes. It also mandates membership in an 
authorised EDR scheme for handling scam-
related complaints. 

 BDO commentary on the Framework 

The introduction of the Scams Prevention 
Framework is a positive, proactive measure to 
curb the financial and emotional toll of scams 
on Australians, aiming to reduce financial 
losses to scams, which have been on the rise  
since 2016.

The proposed Framework is far-reaching; 
however, does lack some specifics as to how 
it will function and how it can be applied in 
jurisdictions outside of Australia.  
Its success will require a comprehensive, 
collaborative approach between the public 
and private sectors. 

The other key element to the success of 
this proposal will be ensuring a consistent 
definition of what constitutes a scam.
Ideally this definition should align with other 
jurisdictions to facilitate globally driven 
reporting and action. 

Scammers operate seamlessly across borders 
and a truly effective solution must operate 
the same way.

 Sector-specific obligations  

One of the Framework’s key proposals is 
the establishment of a new part in the 
Competition and Consumer Act 2010 (CCA) 
designed to give the Australian Competition 
and Consumer Commission (ACCC) more 
powers to impose the full force of the law 
against businesses in designated sectors who 
fail to meet their obligations. This includes 
penalties of up to $50 million for non-
compliance under the CCA. 

The sector focus will initially be on banks, 
telecommunication service providers, and 
digital platform services such as social 
media, paid search engine advertising, 
and direct messaging services. Under the 
proposed legislation, these sectors will be 
required to implement internal dispute 
resolution processes and participate in an 
external dispute resolution (EDR) scheme 
that may be managed by the Australian 
Financial Complaints Authority (AFCA). 
AFCA’s oversight of the scheme is intended 
to streamline and bring consistency to the 
consumer complaint process.

 A focus on prevention and detection  

Under the proposed Framework, organisations 
will need to prove they are taking reasonable 
steps to prevent scams and protect their 
consumers, such as providing resources and 
warnings where appropriate. This would also 
include identifying its consumers who have 
a higher risk of being targeted by scams 
and providing specific warnings to these 
individuals. 

If a scam does occur, the organisation is 
expected to detect it in a timely manner, 
identify impacted individuals, and 
communicate transparently about the impact 
of the scam. 
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Dark web trends

The dark web is evolving rapidly, constantly presenting new 
challenges and threats in cybercrime. In particular, there 
are several new scams and fraudulent activities on the rise, 
identified by our Cyber Security experts. 

A new type of scam emerging is Ransomware-as-a-Service 
(RaaS), which allows cybercriminals to purchase ransomware 
tools and infrastructure. This has led to a significant increase in 
ransomware incidents. Additionally, advanced phishing kits and 
spear phishing services are available, making phishing attempts 
more convincing. Synthetic identity fraud is also on the rise, 
with criminals using stolen personal data combined with 
fabricated information to create new identities for  
financial fraud.

Technological advancements are also shaping the dark web, 
with decentralised platforms and technologies like blockchain-
based marketplaces and encrypted communication channels 
becoming more common. Privacy-focused cryptocurrencies 
such as Monero and Zcash are gaining traction due to their 
enhanced anonymity features. Cybercriminals are also 
leveraging AI-driven tools to automate and enhance their 
attacks, including generating phishing emails and crafting social 
engineering schemes.

Finally, we are seeing a new spate of emerging threats on 
the dark web, including deepfake technology for blackmail, 
misinformation, and fraudulent activities. The dark web is a 
marketplace for exploit kits that take advantage of zero-day 
vulnerabilities, allowing sophisticated attacks. There is also a 
growing trend of targeted attacks on critical infrastructure, such 
as utilities and healthcare facilities, often coordinated through 
dark web channels to cause disruption or extract ransom 
payments.

In today’s rapidly evolving digital information technology 
environment, organisations face unprecedented cyber security 
challenges and compliance obligations. BDO’s Cyber Security 
experts stay ahead of emerging risks and challenges to 
effectively prevent, identify and respond to the evolving cyber 
threat landscape.
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 Private sector initiatives to protect against the Dark Web   

On the private sector front, many Australian businesses are 
increasingly adopting advanced cyber security measures. Companies 
invest in cyber security tools like dark web monitoring services 
that scan the dark web for any mention of their data or intellectual 
property. These tools alert businesses to potential breaches, allowing 
them to take pre-emptive action.

Moreover, there is a growing trend of collaboration between private 
enterprises and cyber security firms to develop more robust defences 
against dark web threats. Cyber security firms offer threat intelligence 
services, which include monitoring the dark web for cyber threats 
and providing actionable insights. Some larger corporations are also 
forming internal cyber security teams dedicated to monitoring dark 
web activities and responding to potential threats.

Additionally, industry associations in Australia, such as the Australian 
Information Security Association (AISA), play a vital role in raising 
awareness and fostering collaboration between businesses. They 
organise workshops, seminars, and conferences to educate businesses 
about the risks of the dark web and the best practices to mitigate 
these threats.

Overall, the combined efforts of government initiatives, enhanced 
legislation, and private sector collaboration in Australia are creating 
a more secure environment to protect against the evolving threats 
of the dark web. These initiatives are vital in safeguarding both 
individual privacy and the integrity of business operations in an 
increasingly digital world.
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If you think you have been scammed,  make a report to Scamwatch.  
Your report helps to disrupt scams, monitor trends, and warn others 
about new and emerging scams. 

You could also  make a report to ReportCyber,  a cybercrime 
reporting platform hosted by the Australian Cyber Security Centre of 
the Australian Signals Directorate. This platform was developed as a 
national policing initiative.

 IDCARE  provide support for individuals and organisations to reduce 
the harm they may experience from the compromise and misuse of 
identity information. This registered charity can provide advice and 
support on how to respond to data breaches, scams, identity theft 
and cyber security concerns. 

Many Australians experience significant harm to their mental health 
after experiencing a scam or financial crime.  
Consider accessing services such as  Lifeline  -13 11 14 and  
 Beyond Blue  - 1300 22 4636 for crisis support. 

What to do 
if you’ve been 
scammed

1

2

3

4
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About BDO

BDO’s forensic experts work with organisations to effectively prevent, identify and respond to 
suspicious activity. The multidisciplinary team includes certified accountants, certified fraud 
examiners and forensic accountants, forensic technology professionals, licensed investigators, 
financial analysts, and former members of law enforcement.

Stan Gallo 
Partner, Forensic Services
stan.gallo@bdo.com.au
+61 7 3237 5995

Karyn Lander 
Director, Forensic Services
karyn.lander@bdo.com.au
+61 8 6382 4914

Conor McGarrity  
Partner, Forensic Services 
conor.mcgarrity@bdo.com.au
+61 7 3237 5841

Michael Tarnawsky 
Forensic Technology Specialist, 
Forensic Services
michael.tarnawsky@bdo.com.au
+61 7 3237 5693

Katie Bourne  
Director, Forensic Services
katie.bourne@bdo.com.au
+61 2 8221 2266

John Karamoschos  
Director, Forensic Services 
john.karamoschos@bdo.com.au
+61 2 8221 2235 
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