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Introduction

In this edition of the Australian Scam Culture Report,

we compare scam activity of the 2024-2025 financial years,
uncovering how scammers continue to adapt their methods

in response to shifting digital behaviours, economic pressures
and emerging technologies. The data reveals evolving scam
delivery channels, rising financial losses, and the demographics
most impacted, offering a comprehensive view of the current
threat landscape.

Compared to the previous year, total scam losses increased

by over $24 million, with online and email-based scams driving
the surge. While phone scams declined slightly, in-person and
mail scams rose sharply, suggesting a diversification in tactics.
Investment scams remained the most financially damaging,
but notable increases in identity theft and job-related scams
point to a growing exploitation of personal and professional
vulnerabilities.

This report also explores the pricing economy of the dark
web, where primary identity data continues to be traded
at premium rates. From passports and driver's licences
to full identity profiles and social media accounts, the
analysis of dark web pricing trends between June 2023
and June 2025 offers a glimpse into the underground
market forces shaping cybercrime.

Finally, we turn our attention to the role of artificial
intelligence (Al) in forensic investigations. As Al becomes
more embedded in fraud detection and risk analysis,

we examine how professionals are balancing innovation
with integrity, ensuring that human oversight remains
central to every conclusion drawn.

Together, these insights reinforce the need for ongoing
vigilance, targeted awareness and adaptive security
strategies to protect Australians from the financial

and emotional toll of scams.

Remember: Stop — Think — Act.

Stan Gallo
Partner, Forensic Services



https://www.bdo.com.au/en-au/our-people/stan-gallo
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The results

Top contact methods (FY24 and FY25 comparison)

FY24 FY24 FY24

FY25 FY25 FY25

Text message Phone calls

AUDS lost by delivery method (FY24 & FY25 comparison)

FY24 (Jul 23 - Jun 24) FY25 (Jul 24 - Jun 25) Online scams led scam losses in the 2025.f|nan.C|alyear (FY25), W|th more than $158 million los.t,
a sharp rise of 12 per cent from the 2024 financial year (FY24). Email scams also saw a notable rise
Email $53,693,021.39 $57,263,970.94 of 6.6 per cent reaching over $57 million. This increase highlights how growing digital dependence
continues to expose individuals and businesses to increasingly sophisticated scam tactics,

Phone $98,663,185.19 $96,061,879.69 particularly as remote operations and online financial activity become more common.

Online $141,605,420.84 $158,760,883.80 A comparison between FY25 and FY24 reveals an overall upward trend in scam-related losses,
with online and email channels driving the increase, a clear sign of growing digital vulnerability.

Text messages $18,805,949.69 $18,226,833.89

Phone scams declined slightly, likely due to improved awareness or stronger controls. In contrast,
In person $15,066,322.92 $20,938,916.00 in-person scams surged, pointing to a resurgence in physical fraud. Mail scams also doubled, albeit
from a low base.

Mail $1,316,291.17 $3,361,599.43 o o . -
Overall, the data indicates scammers are exploiting digital channels more aggressively. The shift in

Unspecified $835,327.00 $0.00 tactics reflects broader societal changes, including increased reliance on technology and evolving
economic pressures. These trends reinforce the need for proactive scam awareness and robust
Source: 2025, All scam types stats — Scamwatch, Australian Competition and Consumer Commission, ©Commonwealth of Australia Security measures to protect individuals and organisations from financial harm.



https://www.scamwatch.gov.au/research-and-resources/scam-statistics
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AUDS lost by scam type (FY24 & FY25 comparison)

In FY25, investment scams remained the leading source

of financial loss, nearing $196 million, a 2.5 per cent
increase from FY24. Attempts to steal personal information,
including hacking and phishing, rose by 23 per cent with Total amount lost Total amount lost

losses exceeding 547 million. This reflects the growing threat FY24: $191,215,102.70 FY25: $195,965,161.83 FY24: $36,340,546.70 FY25: $47,097,644.77
of cybercrime and the increasing sophistication of tactics

used to exploit digital vulnerabilities. Job and employment ) )
scam losses also surged approximately 46 per cent to more Buying or selling

Investment scams Attempts to gain your personal information

(Includes: betting and sports investment scams, investment scams) (Includes: hacking, identity theft, phishing, remote access scams)

Jobs and employment

than $20 million likely driven by economic uncertainty (Includes: classified scams, false billing, health and medical products, (Includes: jobs and employment scams, pyramid schemes)
d titi . b ket that | individual mobile premium services, online shopping scams, overpayment scams,
and a competitive Job marke at leaves Individuals more psychic and clairvoyant) Total amount lost

susceptible to fraudulent offers.

Total amount lost FY24: $13,876,516.86 FY25: $20,309,564.25
The comparison between FY24 and FY25 highlights a sharp
rise in personal information theft and job-related scams, FY24: $33,181,963.52 FY25: $29,253,064.57

suggesting scammers are actively capitalising on economic

pressures and reliance on the expanding digital footprint of Dating and romance
individuals. These scams leverage advanced technological Total amount lost

tactics and often target moments of vulnerability, whether letziaonnaiEst
during employment processes, financial transactions, B -

or routine online activity, making them harder to detect

and easier to fall for. Unexpected winnings
Unexpected money (Includes: travel, prizes and lottery scams)

Investment scams continue to dominate, underscoring (Includes: inheritance and unexpected money, rebate scams)
persistent weaknesses and the need for stronger consumer

. . : Total amount lost
protections. The data reinforces the importance of consumer FY24: $1,975,250.60 FY25: $1,339.723.72

Threats and extortion
(Includes: ransomware and malware, threats to life, arrest and other)

Total amount lost

awareness and proactive risk management, particularly as FY24: $7,865,814.16

scammers evolve their methods to exploit both financial Fake charities
and emotional triggers. Investment scams exploit individuals’ Other
willingness to bypass safeguards by voluntarily investing their Total amount lost

FY24: $308,449.68 FY25: $481,674.52

money, only to lose it, highlighting how easily trust can be Total amount lost

manipulated to circumvent controls. Ongoing education and
awareness are critical, especially as organisations increasingly

shift responsibility away from themselves when consumers

willingly engage, often under false impressions, making it
easier for scams to succeed. Total amount lost Total amount lost

FY24:$0.00 FY25: $5,121,509.26

Unspecified

FY24: $324,069,956.46 FY25: $353,864,340.28
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Age groups targeted in scams (FY24 and FY25 comparison)

In FY25, scam losses were highest among the over-65 age
group, accounting for 35 per cent of total losses and nearly
$109 million, a significant increase from FY24. The 25-34
and 18-24 age groups also saw notable rises, representing
10 per cent and 5 per cent of total losses, respectively.
Meanwhile, losses among middle-aged groups (35-64)
declined slightly, and the under-18 group remained the
least affected.

Comparing FY24 to FY25, total scam losses increased overall,
with the over-65 demographic continuing to be the most
targeted and impacted, likely due to accumulated wealth and
perceived vulnerability. Younger adults (18-34) experienced
the largest relative increases, possibly driven by higher online
activity and exposure to digital scams. The slight decline in
losses among middle-aged groups may reflect improved
awareness or shifts in scam tactics.

This data suggests scammers are increasingly focusing on
two key demographics: older individuals with substantial
assets, and younger adults who are highly active online.
Both groups face distinct risks, reinforcing the need for
tailored awareness and prevention strategies.
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https://www.scamwatch.gov.au/research-and-resources/scam-statistics
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Cumulative AUD lost to scams (FY24 and FY25 comparison)

FY24 began with high scam losses in July, exceeding

$42 million, but generally declined throughout the year.
Losses reached their lowest levels in April and May, falling
just below $22 million. In contrast, FY25 started with lower
losses in July and August compared to the same months

in FY24. However, from October onwards, several spikes
occurred, most notably in October and January, where
losses surged to more than $37 million.

Total losses in FY24 reached over $329 million, while

FY25 climbed to over $354 million. Despite higher levels
of education, scam losses rose by over $24 million, a 7 per
cent increase, as fraudsters continued to adapt their tactics
and exploit emerging vulnerabilities.

FY25 shows a more volatile pattern, with several high-loss
months suggesting scam activity is becoming more sporadic
but intense. This shift may reflect evolving scam strategies
or seasonal targeting, where scammers concentrate efforts
during specific periods, including EOFY tax returns and
increased Christmas spend, to maximise impact.

The data reinforces the need for ongoing vigilance and
targeted awareness campaigns. As scammers continue to
refine their methods, individuals and organisations must stay
informed and proactive to reduce exposure and financial risk.
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https://www.scamwatch.gov.au/research-and-resources/scam-statistics
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Category

Cloned Prepaid
(Visa, MC, Amex)
$3,000 (on sale)

o

Price (AUD)

FY24:$158
FY25: $182.40

Passport

Forged
document

FY24:$1,069
FY25: $2,582.48

Drivers Licence

Electronic
document

FY24: $1,356
FY25: $1,599

Fullz ID

Identity pack

FY24:$99
FY25: $94.24

Facebook

Social media
account

FY24: $299
FY25: $290

The economy that is the dark web

Analysis of price movements from June 2023 to June 2025

Over the past two years, the dark web has continued to
function as a thriving underground marketplace, where
identity data remains one of the most actively traded

and highly priced assets. Through ongoing analysis for the
Australian Scam Culture quarterly reports, pricing fluctuations
of identity-related products have revealed shifting economic
forces, response tactics and motivations driving cybercriminal
activity. This period has highlighted a maturing ecosystem
where supply chains for stolen credentials are becoming more
structured, and demand is increasingly shaped by geopolitical
and economic factors. Pricing trends between June 2023 and
June 2025 for frequently targeted identity items, such as
Australian passports, driver's licences, full identity profiles,
credit cards and social media accounts, offer a window into
the evolving dynamics of cybercrime.

Whilst estimates of active daily users are around 2.5 to 2.7
million, the exact number of active marketplaces on the

dark web is difficult to determine due to the environment's
secretive and ever-changing nature. Marketplaces frequently
open, close, or change addresses in response to law
enforcement actions and internal disputes. It is also important
to note that the dark web is decentralised, and not all
marketplaces are widely known or easily accessible.

The pricing trends of commonly traded identity items offer
insights into the broader economic forces shaping the dark
web and help explain the demand and value placed on
different forms of identity data.
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Passports

&) -
Passports are consistently priced as the i

highest among identity products traded

on the dark web, reflecting their enduring value in
illicit markets. Over the two-year period, pricing
has been notably volatile. In June 2023, the average o T
price stood at $2,255, before plunging to $1,399 by ey
September. A sharp rebound followed, with prices

reaching $2,372 in December 2023. The first half of

2024 saw another downturn to $1,069, followed by '
a gradual recovery to $1,244 in March 2025. By June 0
2025, the price had surged to $2,582, the highest

point recorded in the dataset.

These fluctuations suggest that passport pricing is 7

highly sensitive to shifts in availability and demand,

which may be influenced by law enforcement

activity, advancements in forgery techniques, or C
geopolitical tension. Despite the volatility, the
overall trajectory underscores a persistent demand
and premium placed on authentic travel documents
within the dark web economy.

Q

o0

Driver's licences

Driver's licences have exhibited a clear and consistent upward trend in price, signalling both rising
demand and a possible improvement in the quality of forgeries. Beginning at $526 in June 2023,

prices dipped modestly to $465 in September before climbing steadily, reaching $844 in December 2023
and continuing upward to $1,599 by June 2025.

This sustained increase may reflect the growing sophistication of legitimate licence security features, which in ;o_@,é’
turn elevate the value of convincing forgeries. It may also indicate a shift in criminal tactics, with digital driver's 91;,’..-
licences becoming more widely accepted and exploited for identity fraud and account takeovers. This trajectory "000:
e Le Y . @ - i r K
suggests that driver’s licences are gaining strategic importance within the dark web's identity economy. :’;:Q:’
‘q, ) -y ‘ - ) (2 U‘ ‘::‘
ke . -. Cacd '.f ) : K A .A. RN X S I e O 8 e
LT FIANE Y B8 G e
o . B~
.4. . .0_“0‘0'-'.. ? 4 ._.f .‘0 PORR W SO RS A U R ‘:.
ras,
o
Fullz ID oy oii®
Q

Fullz IDs, which are comprehensive identity packages that typically include a full set of personally
identifiable information such as name, date of birth, address, banking details and government
identifiers, have seen a dramatic rise in value over the analysed period. From a modest $16 in September 2023,
prices climbed to $25 by December, then surged to $99 in March 2024, remaining elevated at $94 in June 2025.

Bundled identity profiles provide versatility across a wide range of fraud schemes, including account takeovers,
synthetic identity creation and financial scams. The sustained pricing reflects both the growing utility of
Fullz IDs and the expanding market for multi-purpose identity exploitation.
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T

Credit cards

The pricing of credit card data, using cards with a $3,000
balance for ease of like-for-like comparison, has remained
relatively stable throughout the analysis period, with
only modest fluctuations. Between June and September
2023, prices dipped from approximately $180 to $163,
before settling around $165 in December. A slight decline
followed in March 2024, but prices rebounded to $171 in
March 2025, only to fall again to $120 by June 2025.

vy ~

Facebook accounts

The pricing of hacked Facebook accounts has followed a
notably erratic trajectory, reflecting fluctuating demand
and increasing user distrust in widespread misinformation
being presented on the platform. Younger people's
attention is also moving toward alternative social
platforms. Prices began at $119 in June 2023, spiked
dramatically to $310 in September, and then stabilised
around $299 during the first quarter of 2024. By the first
quarter of 2025, prices had settled slightly lower at $290.

S
Q

This pattern suggests a possible oversupply

or waning demand, potentially driven by 0%
enhanced anti-fraud measures implemented by financial KO
institutions or a shift in criminal focus toward more

versatile forms of financial fraud. Despite its consistency, et
the downward trend in recent months may indicate that 0%
credit card data is losing its appeal within the broader Wo

dark web economy.

The initial surge may point to a temporary T '_."~
spike in demand, potentially linked to b -‘:_'
coordinated disinformation campaigns, targeted phishing i":,;
efforts, or broader fraud schemes, after which the market ';:-".'l

appeared to stabilise. Despite the volatility, the sustained

X

pricing suggests that access to compromised social media o%e

accounts remains a valuable asset within the dark web, '_..q

offering utility for impersonation, influence operations "-]
) : v S e

and identity theft. This may be particularly valuable for i

older Australians who still favour the platform and are o

also prime targets for scam activity. %
o

ST T et

o ) aﬂm@__"ag“"g@:.q:.ﬁeﬁ_.,

Conclusion

The pricing patterns observed across identity products
on the dark web from June 2023 to June 2025 reveal
more than just market fluctuations, they reflect the
shifting priorities, pressures and adaptations within a
complex illicit economy. The volatility in passport prices,
the steady rise in driver’s licences, and the surge in Fullz
IDs indicate a landscape where value is shaped not only
by demand, but by the evolving sophistication of fraud
tactics and the countermeasures designed to stop them.

Rather than a static marketplace, the dark web operates
as a responsive system, reacting to law enforcement
actions, technological changes, and broader socio-
economic and geopolitical conditions. The data suggests
that cybercriminals are increasingly strategic in their
targeting, favouring identity assets that offer versatility,
longevity and lower risk of detection. For organisations
and individuals alike, this underscores the need for
proactive defence strategies that anticipate not just
current threats, but the next iteration of identity
exploitation.
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Al meets forensic
intelligence

— maintaining the
right balance

Al is quickly becoming one of the most powerful tools
used by forensic accountants, enabling more robust, data-
driven insights while maintaining professional scepticism
and legal defensibility.

With the ability to analyse vast quantities of financial data,
identify previously unseen patterns, generate, model and test
hypotheses and scenarios, Al offers the potential to transform
how investigations are conducted. This enhanced capability
raises Al to new levels in investigative workflows whilst also

providing new insights that have previously been out of reach.

But while the promise is great, so are the challenges.

As Al moves deeper into the world of forensic accounting,
maintaining a balance with human oversight and professional
judgement has never been more important.

The rise of Al in
forensic accounting
and investigations

Forensic accountants are increasingly using Al to uncover
complex fraud schemes and assess organisational risk.

By analysing historical data, Al can reveal hidden trends

and help pinpoint where an organisation's vulnerabilities lie.

It can also process unstructured data such as emails, contracts,
and legal documents, detecting evidence that might suggest
wrongdoing and building linkages between differing

evidence sources.

These capabilities are both saving significant time and
enabling professionals to focus their attention where it
matters most — on interpreting what the data really means.
Yet even the most advanced systems depend on the quality of
the information they receive. Poor data leads to poor analysis,
and without proper validation and human review, results can
be misleading or incorrect. This opens yet another avenue for
leveraging the capability of Al to validate and, if necessary,
cleanse data to improve ultimate results.
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Why human oversight still matters

This is where the human element becomes critical. Al might
identify that a series of payments appears unusual, but

it cannot determine intent. It can't understand whether

the anomaly reflects fraud, human error, or an entirely
legitimate transaction. While Al does not possess human
intuition, it can be trained to recognise patterns of behaviour
associated with specific fraud typologies and can support the
forensic accountant in forming defensible hypotheses about
motivation. Ultimately though, regardless of Al capability,
human oversight remains critical to success and must

take responsibility for the results. The role of the forensic
accountant remains to make sense of the data, applying
experience, context and scepticism to ensure that assumptions
and conclusions are accurate and defensible. In legal settings,
these principles are now being reinforced by formal standards.

The NSW Supreme Court's Practice Note SC Gen 23 requires
full disclosure of any Al-generated material in expert reports
and mandates that human verification remains at the core
of every analysis. Transparency has become an essential
safeguard in maintaining trust, and organisations leveraging
Al capability should be documenting its use, output,
limitations and instruction such that it can reproduce results
accurately, which is a centrepiece of forensic methodology.

The effectiveness of Al also depends on how it is used.

Forensic specialists are learning to think in frameworks to

give Al specific roles, define objectives, and build structured
questions that are reflective of how investigations unfold.

Like any new tool, it takes practice to understand the capability
and avoid the pitfalls, and precision to master its use effectively.

While technology can automate much of the legwork,

it cannot replace the critical thinking, ethical reasoning,
and professional scepticism that underpin forensic
accounting. It can accelerate detection, but it cannot
decide what is credible. As courts, regulators and clients
increasingly ask whether Al has been used, the profession
must demonstrate that human judgement still guides
every finding and conclusion.

Balancing innovation
with integrity

Al offers immense opportunity to strengthen fraud detection
and improve efficiency, but it also demands a renewed focus
on governance, data integrity, and transparency.

Forensic accountants are well positioned to lead this evolution
- not by surrendering control to technology, but by using

it to enhance their expertise. Ultimately, the most effective
investigations will combine the precision of machines with

the discernment of people. Al, when properly configured and
supervised, can provide preliminary interpretations and risk
assessment, which the forensic accountant can then critically
evaluate and contextualise. The future of forensic accounting
isn't Al, it's augmented integrity.



https://supremecourt.nsw.gov.au/documents/Practice-and-Procedure/Practice-Notes/general/current/PN_SC_Gen_23.pdf
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What to do if
you've been
scammed

If you think you have been scammed, make a report to Scamwatch.
Your report helps to disrupt scams, monitor trends, and warn others
about new and emerging scams.

N

You could also make a report to ReportCyber, a cybercrime reporting
platform hosted by the Australian Cyber Security Centre of the
Australian Signals Directorate. This platform was developed as
a national policing initiative.

E

IDCARE provide support for individuals and organisations to reduce
the harm they may experience from the compromise and misuse of
identity information. This registered charity can provide advice and
support on how to respond to data breaches, scams, identity theft
and cyber security concerns.

Many Australians experience significant harm to their mental health
after experiencing a scam or financial crime. Consider accessing

services such as Lifeline — 13 11 14 and Beyond Blue — 1300 22 4636
for crisis support.

[ ——
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About BDO

BDO's forensic experts work with organisations to effectively prevent, identify and respond to
suspicious activity. The multidisciplinary team includes certified accountants, certified fraud
examiners and forensic accountants, forensic technology professionals, licensed investigators,
financial analysts, and former members of law enforcement.

Stan Gallo
Partner, Forensic Services

Conor McGarrity
Partner, Forensic Services

conor.mcgarrity@bdo.com.au
+617 3237 5841

stan.gallo@bdo.com.au
+617 3237 5995

Michael Tarnawsky
Forensic Technology
Specialist, Forensic Services

Karyn Lander
Partner, Forensic Services

karyn.lander@bdo.com.au
+618 6382 4914

michael.tarnawsky@bdo.com.au
+617 3237 5693

Katie Bourne John Karamoschos

Director, Forensic Services

katie.bourne@bdo.com.au
+612 82212266

Olivia Scott
Director, Forensic Services

olivia.scott@bdo.com.au
+617 3237 5880

Director, Forensic Services

john.karamoschos@bdo.com.au
+612 82212235

Learn more about how BDO
can assist your organisation
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